File Scrub Trusted Copy and File Scrub Software
Download and Installation Instructions for Mac OS X

Before you can download File Scrub or File Scrub Trusted Copy, you must submit the
Conditions of Use form from the File Scrub Web site Download page. You will receive a
confirmation of eligibility and a file, Fi leScrubKey . ser.

Warning: If you have File Scrub’s predecessor software, MPTC, and/or the MPTC
Decryption Tool, installed on your computer, we highly recommend that you uninstall
both applications before you install File Scrub. Please see the Uninstall instructions in
MptcMaclnstructions. pdf available at http://mptc.lanl.gov/downloads.shtml.

Configuration File Note: If you have an existing configuration file from MPTC that you
spent considerable time editing, save it to a location on your computer other than the
MPTC installation location before you uninstall MPTC. You can copy your path
information and external tools list from the MPTC configuration file into the File Scrub
configuration file.

If MS Office files will be reviewed on this system, MS Office 2004 for Mac with Service
Pack 1 and Update 11.1.1 should be installed. See the following for information on the
service packs:

- Description of the Microsoft Office 2004 for Mac Service Pack 1 (11.1.0); Article
ID: 883951, http://support.microsoft.com/default.aspx?scid=kb;en-us;883951

- Microsoft Office 2004 for Mac 11.1.1 Update - Available at Mactopia.com in the
downloads area:
http://www.microsoft.com/mac/downloads.aspx?pid=download&location=/mac/dow
nload/office2004/update_1 .1.1.xml&secid=4&ssid=14&flgnosysreq=True

File Scrub will NOT review MS Office files on computers using MS Office X for Mac.

Use these instructions to download File Scrub or File Scrub Trusted Copy. During the
installation, you will be asked which version to install.

Downloading and Installing File Scrub Software

Obtain the Three Required Files
1. Savethe FileScrubKey.ser file.

Put the FileScrubKey. ser file (which you received in the eligibility
email as a result of submitting the Conditions of Use form) on the computer
upon which you will be installing File Scrub. We recommend putting this file
on the Desktop.

2. Download and Install the File Scrub Decryption Tool Setup file.

Right-click or Control-click on
FileScrubDecryptionToolMacSetup.command. Depending on



your browser, choose Save Link Target As.... or Download Linked File. Save
the file to your Desktop and close the download window.

From a Finder window on your Mac, double-click the Applications folder to
view its contents.

Scroll down to the Utilities folder in the Applications folder contents pane.
Double click-on the Utilities folder to view its contents.

Double-click Terminal.app.

From the command prompt in the terminal window, type the following two
lines:

cd desktop

chmod +xr FileScrubDecryptionToolMacSetup.command

Double-click on the
FileScrubDecryptionToolMacSetup.command file from the
desktop. A terminal window will open. You will see line “Initializing
InstallShield Wizard...”. Continue to wait; depending on your computer
speed, it may take up to a minute for the FileScrubDecryptionTool
Installation window to display.

Read the license agreement and click the “I accept...” button, then the Next
button. Follow the instructions to install the
FileScrubDecryptionTool10 inyour username folder. When you see
the question “Do you want to execute the FileScrubDecryptionTool now?”,
select No. Continue until the InstallShield wizard finishes, and click Finish.

On the Desktop, drag the
FileScrubDecryptionToolMacSetup.command file to the trash
and close the terminal window.

3. Download the File Scrub Encrypted Setup file.

From the File Scrub Website, right-click or Control-click on
FileScrubMacSetup.enc. Depending on your browser, choose Save
Link Target As.... or Download Linked File. Save the file to the Desktop and
close the download window.

Run the File Scrub Decryption Tool

4. Locate the FileScrubDecryptionTool10 folder in the
Users/userhome/ folder. Open this folder. Drag the uninstall folder to the
trash. Double-click on the FileScrubDecryptionTool.app.

5. Following the directions in the File Scrub Decryption Tool window, browse
to the Desktop and select the .enc and .ser files.



6.

Install

10.

11.

1.

2.

Click on the Decrypt button.

Please be patient; depending on your system, the decryption process can take
a minute.

The name and location of the decrypted output file,
FileScrubMacSetup.command, Will fill the previously blank “Decrypted
file written to” field when the decryption is complete. The decrypted file is
written to the same location as the encrypted input file,
FileScrubMacSetup.enc.

File Scrub

Select the “Launch File Scrub Setup Wizard” button. A terminal window will
open. You will see line “Initializing InstallShield Wizard...”. Continue to
wait; depending on your computer speed, it may take a few seconds for the
FileScrub Install window to display.

Read the license agreement and click the “I accept...” button, then the Next
button. Select which version of File Scrub you want to install. Follow the
instructions to install FileScrubl10 or FileScrubTrustedCopy10 in
your username folder.

If you want to run File Scrub (or File Scrub Trusted Copy), click Yes when
you see the question “Do you want to run the File Scrub (Trusted Copy),
Version 1.0 now?” If not, select No and continue until the InstallShield
wizard finishes, and click Finish. You can then close the terminal window.

The FileScrub10 (or FileScrubTrustedCopy10) folder contains the File Scrub

application and all included documentation. Double-click the folder and then

the File Scrub application to run File Scrub. You can also drag the application
icon to the Dock for simple access in the future.

You can now delete FileScrubMacSetup.enc and
FileScrubDecryptionToolMacSetup.command from the Desktop.
Right-click or Control-click to send these files to the trash. You can delete the
FileScrubDecryptionTool10 from the Applications (or
Users/userhome/) folder or keep it in case you need to reinstall File Scrub.
Keep the FileScrubKey . ser file for the same reason.

Run File Scrub

To run File Scrub, simply double-click on the File Scrub application file (FileScrub.app)
in the FileScrub10 folder where File Scrub was installed.

Uninstalling File Scrub

From the Finder, navigate to the directory where the File Scrub software was
installed.

Drag the FileScrub10 (or FileScrubTrustedCopy10) folder to the trash.



Note: After dragging the FileScrub10 (or FileScrubTrustedCopy10) directory
to the trash, check the File Scrub folder/directory for files that must be
removed manually. Leave the cleansed and logfile folders that are in your
<userhome>/File Scrub folder/directory, as they have your previously
reviewed files and logs. You may remove the Config file if you do not have
custom settings you want to keep for another File Scrub installation. You can
delete any remaining files.

File Scrub Support

File Scrub Security Specialist
505-667-2975
filescrub@lanl.gov



